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ANTHEM LOSES 

DATA ON 80 

MILLION 

Anthem, Inc. reported week before last that 

hackers had stolen the data of approximately 

80 million of its subscribers. Because the data 

was in their databases and not in an EHR 

(Electronic Health Record) it was not required 

by law to be encrypted. This does not appear 

to be a breach of treatment information, but, 

a breach of personal information. What is the 

difference? To the Criminals behind these 

intrusions, a lot. They don’t care whether you 

have gout or a bad heart. What they want is 

your name, Social Security number, and date 

of birth. Because with those key pieces of 

information, they can steal your identity. And, 

with a stolen identity, then can open up new 

credit cards, new bank accounts, take out 

loans, buy homes and cars, travel and never 

pay the bill…because YOUR name is on the 

bill.  

Whether you are a Physician’s Office or not, 

your business records might contain similar 

information. This information contained from 

the stolen medical record sells for $50 - $100 for 

each record on the Internet. By comparison, a 

credit card is worth about $1 on the Internet? 

Why? Because a credit card is worthless as 

soon as you report it missing, which means its 

shelf life is generally measured in hours. Your 

personal information never expires or goes 

stale. Even if you go to court and change your 

name, you still cannot change your birthdate 

or change your Social Security number. 

6 Ways To Protect Yourself  
1. Get a password manager program and 

use it  
2. Stop reusing passwords and user 

IDs 
3. Don’t click on ANY link in an 

email that you are not 100% sure 
of (that is almost all of them) 

4. Review credit card and Bank 
Statement often (at least weekly) 

5. Check your credit reports 
6. Put a 90 day Fraud Alert or 

Security Freeze on your account. 
There are 3 repositories of credit 
information: Experian, Trans Union 
and Equifax. Contact ALL of them. 

 

SECURITY, SECURITY, SECURITY 
 

SONY, HOME DEPOT, JPMORGAN, EBAY, TARGET, ADOBE, 

CITIGROUP, DSW SHOES. WHAT DO THEY HAVE IN 

COMMON? THEY ALL LOST CUSTOMER DATA TO HACKERS. 

 

PEOPLE, THIS IS A NEW BALLGAME. THIS IS A NEW WAY OF 

DOING BUSINESS, THE WORLD HAS CHANGED. THE INTERNET 

IS LIKE THE WILD WEST OF YEARS GONE BY. WAKE UP AND 

PAY ATTENTION. YOUR BUSINESS 

DATA IS AT RISK. CRIMINALS NO 

LONGER HAVE TO STEAL A GUN 

AND ROB A BANK TO GET 

MONEY. THEY CAN SIT AT HOME 

IN THEIR UNDERWEAR AND STEAL 

WITHOUT EVER LEAVING THE 

HOUSE. 

 

YOUR BUSINESS NEEDS TO DEVELOP A CULTURE OF SECURITY 

IN ORDER TO PROTECT THAT BUSINESS AND YOUR CUSTOMERS. 

IF THIS IS TOO “BIG-BROTHERISH” FOR YOU, THEN YOUR ONLY 

CHOICE IS TO DISCONNECT FROM THE INTERNET, THROW 

AWAY ALL THE COMPUTERS, AND BUY A LOT OF PAPER AND  
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SOME #2 PENCILS AND GO BACK TO DOING IT “OLD-

SCHOOL”. IF THAT IS NOT A CHOICE, THEN READ ON…. 

 

A CULTURE OF SECURITY BEGINS WITH A RISK ANALYSIS OF 

YOUR CURRENT NETWORK ENVIRONMENT. PHYSICIAN’S 

OFFICES WERE REQUIRED TO BEGIN CONDUCTING RISK 

ASSESSMENTS IN 2005. FOR OTHER BUSINESSES, THE SAME 

RISK ANALYSIS DONE FOR A PHYSICIAN’S OFFICE, WILL ALSO 

WORK IN YOUR ENVIRONMENT/BUSINESS. THE KEY IS 

PERFORMING AN INDEPENDENT AUDIT OF YOUR COMPUTER 

NETWORK SECURITY BY SOMEONE WHO IS NOT AFRAID TO 

SAY, “THE EMPEROR HAS NO CLOTHES”.  

 

THE ABILITY TO PERFORM A RISK ANALYSIS/ASSESSMENT IS A 

TALENT THAT REQUIRES THE MINDSET NOT UNLIKE A POLICE 

DETECTIVE. ALL ASPECTS OF THE COMPUTER NETWORKS 

ALONG WITH THE ACTUAL BUSINESS OPERATIONS MUST BE 

OPEN TO SCRUTINY. THE END GOAL IS TO FIND ANY PLACE 

THAT DATA MAY HAVE A CHANCE OF LEAKING OUT OF THE 

BUSINESS AND ELIMINATE AS MANY OF THOSE POTENTIAL 

LEAKS AS POSSIBLE. FOR THE REST, STEPS ARE TAKEN TO 

MINIMIZE THE RISK TO A LEVEL ACCEPTABLE TO MANAGEMENT 

IN CONJUNCTION WITH COMPLIANCE WITH GOVERNMENTAL 

REGULATIONS. 

 

THIS PROCESS IS A PAIN.  

 

BUT, THIS PROCESS IS NOT NEGOTIABLE. FOR MEDICAL 

OFFICES, THE HIPAA SECURITY RULE DICTATES THAT YOU WILL 

PERFORM A RISK ANALYSIS AND THAT YOU WILL REMEDIATE 

THE PROBLEMS FOUND AND THAT YOU WILL UPDATE THE RISK 

ANALYSIS ON A REGULAR BASIS. PERIOD. END OF STORY. NO 

FURTHER DISCUSSION. 

 

THE GOVERNMENT HAS STUCK THEIR NOSE FURTHER INTO THE 

PHYSICIAN’S OFFICE WITH HIPAA AND WITH THAT 

INVOLVEMENT COME CERTAIN NEW LAWS AND 

REGULATIONS. YOU MAY HAVE BEEN ABLE TO IGNORE THOSE 

LAWS AND REGULATIONS FOR A THE PAST FEW YEARS, BUT, 

REST ASSURED THAT GIVEN ALL OF THE HUGE DATA BREACHES 

LATELY, YOU WILL NOT BE ABLE TO KEEP YOUR HEAD STUCK IN 

THE SAND MUCH LONGER. 

 

YOU MIGHT AS WELL BEGIN TREATING HIPAA COMPLIANCE 

IN THE SAME MANNER AND WITH THE SAME DEFERENCE THAT  

 

YOU GIVE THE INTERNAL REVENUE SERVICE. BECAUSE THE 

FOLKS AT HHS (HEALTH AND HUMAN SERVICES) CHARGED 

WITH ENFORCEMENT HAVE THE ABILITY TO HURT YOUR 

POCKETBOOK AND SEND YOU TO JAIL, JUST LIKE THE IRS. 

 

SO, NOW IS THE TIME TO ADD A BUDGET ITEM FOR YOUR 

SECURITY AND COMPLIANCE PROGRAM, AND BUDGET FOR 

AN OUTSOURCED IT COMPANY TO OVERSEE THAT PROGRAM. 

BEFORE YOU ASK, THE ANSWER IS “NO”. YOU AND YOUR 

STAFF HAVE TOO MANY THINGS ON YOUR PLATE NOW AND 

YOU CANNOT DO THIS YOURSELF. IF YOU TRY, YOU WILL FAIL 

TO COMPLETE IT SUCCESSFULLY WHICH PUTS THE BUSINESS AT 

RISK FOR HUGE FINES FROM HHS AND THE OCR (OFFICE OF 

CIVIL RIGHTS). THE TYPICAL PRACTICE ADMINISTRATOR OR 

STAFF PERSON IS NOT COMPUTER SAVVY ENOUGH TO KNOW 

WHAT TO LOOK FOR AND WHERE TO LOOK FOR ALL OF THE 

POTENTIAL POINTS OF DATA LEAKAGE. AND, EVEN IF YOU 

FOUND ALL OF THEM, DO YOU HAVE THE TOOLS AT YOUR 

DISPOSAL TO TREAT THEM PROPERLY? 

 

LOOK AT IT THIS WAY. I COME TO YOUR MEDICAL OFFICE 

BECAUSE I HAVE A PROBLEM. YOU EXAMINE ME AND PICK A 

COURSE OF TREATMENT. IF YOU CANNOT FIGURE IT OUT, YOU 

SEND ME OFF TO A SPECIALIST FOR A DIAGNOSIS AND 

TREATMENT. THIS PROCESS IS THE SAME. YOU HAVE AN 

ACCOUNTANT BECAUSE YOU DO NOT KNOW THE TAX LAWS, 

YOU HAVE AN ATTORNEY BECAUSE YOU DO NOT KNOW ALL 

OF THE STATE AND FEDERAL LAWS. 

 

COMPUTERS AND NETWORK SECURITY HAVE GOTTEN TOO 

COMPLEX IN THE PAST FEW YEARS FOR A “PART-TIMER” TO 

KEEP UP WITH. I THINK THAT IT IS GREAT THAT YOUR SISTER’S 

NEPHEW’S SON’S COUSIN’S CHILD HAS BEEN ABLE TO TAKE 

CARE OF YOUR BUSINESSES COMPUTER NEEDS AFTER SCHOOL 

EVERY DAY. BUT, TIMES HAVE CHANGED AND UNLESS THAT 

PERSON IS KEEPING UP WITH THE CONSTANT, ONGOING, 

NEVER ENDING CHANGES IN THE COMPUTER BUSINESS, THEN 

EVEN A SMALL OFFICE HAS OUTGROWN THAT PERSON’S 

ABILITIES. TODAY’S TYPICAL BUSINESS RELIES ON COMPUTERS 

AND THE INTERNET. SO, WHAT USED TO WORK FOR COMPUTER 

SERVICE, GENERALLY DOESN’T WORK ANY LONGER. IF ALL OF 

THE DATA BREACHES HAVE YOU EVEN THE LEAST BIT  

CONCERNED, THEN IT IS TIME TO BRING IN THE PROS FOR A 

RISK ANALYSIS SO YOU CAN GET STARTED FIXING THE 

PROBLEMS THAT YOU KNOW YOU HAVE. 
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PHISHING IN THE  

WAKE OF ANTHEM 

BREACH 

Phishers and phone fraudsters are capitalizing 

on public concern over a massive data breach 

announced this week at health insurance 

provider Anthem in a bid to steal financial and 

personal data from consumers. 

The flood of phishing scams was unleashed just 

hours after Anthem announced publicly that a 

“very sophisticated cyberattack” on its systems 

had compromised the Social Security 

information and other personal details on some 

80 million Americans. 

In a question on its FAQ page about whether it 

would be offering credit monitoring to affected 

customers, “Anthem said all impacted members 

will receive notice via mail which will advise 

them of the protections being offered to them as 

well as any next steps.” Unsurprisingly, phishers 

took that as an invitation to blast out variations 

on the scam pictured below, which spoofs 

Anthem and offers recipients a free year’s worth 

of credit monitoring services for those who click 

the embedded link. 

Don’t click or respond to these phishing emails. 

According to Anthem, fraudsters also are busy 

perpetrating similar scams by cold-calling 

people via telephone. In a recording posted to its 

toll-free hotline for this breach (877-263-7995), 

Anthem said it is aware of outbound call scams 

targeting current and former Anthem members. 

“These emails and calls are not from anthem 

and no notifications have been sent from anthem 

since the initial notification on Feb. 4, 2015,” 

Anthem said in a voice recording on the hotline. 

 

This information is provided as an 

educational service by Computer 

Networks, Inc. For more information 

about our company and how we 

can help you, please visit our 

website: 

www.computernetworksinc.com 

http://www.computernetworksinc.com/
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ONC Calls for 

Interoperability by 2017 
 

So, the Office of the National Coordinator released a draft 

roadmap, along with proposed actions to take in order to 

achieve interoperability between EHR systems in the next 

two years. 

 

The document, Connecting Health and Care for the 

Nation: A Shared Nationwide Interoperability Roadmap 

Draft Version 1.0 outlines steps "that will enable a 

majority of individuals and providers across the care 

continuum to send, receive, find and use a common set of 

electronic clinical information at the nationwide level by 

the end of 2017." 

 

The “time has come for us to be more explicit about 

standards,” said ONC Chief Karen DeSalvo, MD, in a Jan. 

30 press call detailing the roadmap, a 150-page plus 

document addressing everything from governance, 

standards and certification to privacy and security. “Health 

IT that facilitates the secure, efficient and effective sharing 

and use of electronic health information when and where it 

is needed is essential to better care, smarter spending and a 

healthier nation,” DeSalvo said.  

   

ONC is accepting public comments and key commitments 

on the draft Roadmap for approximately 60 days, which 

will end at 5 p.m. ET on April 3, 2015. 

 

In her letter at the start of the roadmap, DeSalvo 

emphasizes that several action steps will be needed on the 

road to interoperability. The works, she writes, will occur 

along three critical pathways: 

 

1. Requiring standards; 

2. Motivating the use of those standards 

through appropriate incentives; and 

3. Creating a trusted environment for the 

collecting, sharing and using of electronic health 

information 

 

On the privacy and security front, the roadmap calls 

for "additional education" to educate stakeholders 

that have been misinformed about HIPAA and 

federal data privacy laws. 

 

FBI ALERT 

 

I don’t think I can say it any better than 

the FBI…

 
 

Regulatory Compliance is a  

Natural by-product of Good Security 

http://www.healthit.gov/sites/default/files/nationwide-interoperability-roadmap-draft-version-1.0.pdf
http://www.healthit.gov/sites/default/files/nationwide-interoperability-roadmap-draft-version-1.0.pdf
http://www.healthit.gov/sites/default/files/nationwide-interoperability-roadmap-draft-version-1.0.pdf

